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B What are the properties of D1v
~Wr1te the dlfference between Equahty éd @1 ruence.

»What do you mean by message paddmg?

Explain Trapdoor one way functlon

o LlSt the propertles of cryptographlc Hash functlon

What are the problems of symmetrlc key d1str1but10n

Write the functlons of Public Key Infrastructure (PKI)

. Deﬁne the terms Sessmn and sess1on state

o What are the two modes of operation in IPSec?

SECTION B

Explain the goals of cryptography.

With an example explain Extended Euclidean algorithm.v

3 MaXimum Marks: 100

- Answerallsections. ~~ - | LT S

, . , SECTION A _ ‘ o

Answer any 10. Each carries 2 rnarks ' o " _(10x2=20)_ .
- ~What IS Cryptography‘? ; R ) ' :

k Wrxte any two dxfferences t@ween Symmetrlc and Asymmetnc key system. -

-Use affine Clpher to encrypt the message “Cry ﬁphy” with key palr (7 2).

.'(5x5:_=2‘5) .
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15.. erte the dxfference between stream and Block Crpher B o
Write any 5 compansons between AES and DES
17. erte & note on RC4 stream Clpher |
Explam the Knapsack cryptosystem algorrthm |
19. Write the drfferences between conventlonal and ngrtal Slgnature
20. Compare SSL and TLS. |
| SECTION c _ EOE A
‘ Answer any 3 each carries 15 marks o R ~_ o ‘;;' : | (3XI5=45) .
2. a. “ExplamDESAlgorrthm o S . ‘, 10
b. erteanoteonplay farrC1pher QAT o o) A
22. a. Explain the Encryptron and Decryptlon process in 3DES Wlth a neat dlagram (8) o '
| b.  With a neat dragram explain the AES encryption for a single round B )
23, a. ‘Explam the dlfferent modes of operatlon for modern block crpher (10)
| b.f',Wrrteanote onFerm@%\xttletheorem B - _(5)
a. Explam in detail encryptio! tion and key generatxon in RSA cryptosystem (10)' -
b. :VExplalnSHA 512 funetion </@ : S (5-)':'}‘ r
25, a. Explam Diffie - Hellman Key agreemer@q@y L \\ n a (7) ,
b. Explam the modes of IPSec Indetail. - . - L P )
e SECTION-D ~ -~ ol
o ', Answer any one. Each carries 10 marks. e R - (1x10=10)
'26.’. Explam securlty mechanisms in detarl? - ;v' o B (10)

16

18.

27.

_Wlth an example explain the chinese Remamder theorem. S o .0)




